Chichester District Council
Refuse /Streets Vehicles and Body Worn Video Cameras CCTV

Policy and Procedures

Chichester District Council

Operational Procedure

CCTV REFUSE / STREETS VEHICLES AND BODY WORN VIDEO CAMERAS (BWVC) VERSION 8
1.0 POLICY

1.1 CCTV cameras are fitted to domestic and commercial streets; refuse and

recycling vehicles for the purposes of Health and Safety of employees and members of the public, and for the investigation of accidents and near miss incidents.

1.2 Recorded images are personal data under the General Data Protection Regulation (GDPR) and the Data Protection Act 2018. 

           Chichester District Council is the Data Controller for the purpose of the Act. 

           The Workshop Manager will act as the System Manager.  

Persons able to access the system will consist of the following authorised officers:

· John Hoole (System Manager)

· Kevin Carter; Andrew Howard; Darren Martin and Lisa Jones- (CCS Service Manager; Operations Manager; Waste Team Lead and Streets Team Lead).
· Steven Page; Stephen Peacock; Paul Briant; Simon Penny; Matthew Blunden; Kirsty Jackson and James Harris – (Cleansing / Streets Services Supervisors, Waste Services Officer and Street Cleansing Coordinator).

1.3 The system is operated in accordance with all the requirements and the principles of the Human Rights Act 1998, the GDPR and the Data Protection Act 2018.

1.4 The system is operated fairly within the law and only for the purposes described in this policy. The system will not be used for covert directed surveillance.

1.5 This policy aims to comply with the Information Commissioner’s CCTV Code of Practice.

2.0 System Usage

2.1 The CCTV Hard disk recording systems primary use is:

· Assist in accident investigation. This will include near miss reporting that will help prevent the occurrence of future accidents

· Investigation of insurance claims by third parties 

· Identification of dangerous activities 

· Assess problems with access to properties, etc. and to resolve conflicts with residents concerning collection points and bin not out issues.

· Health and safety and performance monitoring of operations, in accordance with the Health and Safety Executive recommendations and the published programme

· Staff working in the specific team will be entitled to have sight of the footage being viewed. 

· Managers wishing to interrogate the data for a non-routine operational reason will have to enter the details in a log held, to include reasons for viewing the data, and maintained by the appropriate service manager and a request of this nature must have the consent of the appropriate Head of Service.  

· When responding to a customer complaint or staff Grievance or investigating an issue or incident, if data is available management may use the data at any stage of the process. A copy of the data must be given to the employee or his/her nominated union representative. The employee will not be charged for a copy of the data. 

· Management may present and use data as evidence at a Disciplinary Hearing and it will be considered as documentary evidence. A copy must be made available to the staff member prior to the Hearing. A copy of the data must be given to the employee or his/her nominated union representative. The employee will not be charged for a copy of the data.

· Only routine data may be used during an investigation or at a Grievance or Disciplinary Hearing unless the collection of the data has been specifically authorised by a Council director and Legal Services.

· In order to safeguard the rights of employees, the Council’s entitlement to use data during an investigation a grievance or disciplinary hearing will be communicated to an employee and/or to the employee’s union representative whenever its use is being considered. The employee will also be informed of their right to receive a copy of the data for which there will be no charge.

3.0 System Checks

 3.1 Checks will be carried out once a month to ensure the recording system is 

            operating correctly.  This will involve observing brief video footage of random 

            days and will be carried out by authorised personnel only.

3.2 The system is being used for performance monitoring of the workforce, including, if while carrying out the system checks, poor Health and Safety practice or acts of gross misconduct are observed then under the statutory duty of care prescribed in the Health and Safety at Work etc Act 1974, the appropriate manager will be informed.

3.3 A register will be kept of all usage, recording the following information:

· The name of the authorised officer accessing the system

· The date and time

· The reason for the check

4.0 Employee Enquiry / Health and Safety concerns

4.1 If an employee has any Health and Safety concerns that may be illustrated by the recorded video images then a request to observe these images from hard disk should be made to an authorised officer, if the request is deemed to be in any way contentious, then the advice of the System Manager must be sought. 

5.0 System Specification

5.1 The system comprises of the following components on waste service vehicles:

· 4 x external mounted cameras

· 1 x DVR

· 1 x 500GB or 1 x 1TB removable hard disk

· 1 x internal mounted monitor

5.2 The system records over a 28-day cycle (approximate), once the hard disk is full then the oldest records will be overwritten. New VTR live unit system records over an 84-day cycle (approximate), once the hard disk is full then the oldest records will be overwritten.

5.3 The rear camera is reverse wired to enable the monitor to be used as a dedicated reversing aid.

5.4 The waste services system comprises of a 500GB removable hard disk. The VTR live system is a 1TB removable hard disk. The live system records from all cameras, from the time the ignition is turned on and continues to record for a further 32 minutes once the ignition is turned off on live units only.  The hard disk is secured in a tamper proofed locked cabinet in the cab of the vehicle.  Keys to the cabinet must be kept secure, and access restricted to authorised personnel only.

5.5 The dashcam system comprises of a removable 32GB SD card. The system records whilst the ignition is on and stops recording when the ignition is off. Sound will not be recorded from inside the vehicle.
5.6 An inventory of the hard disk serial numbers installed in each vehicle will be taken at the time of installation.  Two hot spares will be retained for use in the event of a hard disk failure or as a replacement if the dedicated unit is removed for investigation.

5.7 The CCTV equipment will be recorded as part of the vehicle inventory.  The software will be retained by the ICT Operations Team
6.0 Camera Positioning

6.1 The system comprises of four high resolution cameras that will be positioned to give the greatest coverage around the vehicle as possible. The positions of the cameras are as follows:

· One camera fixed at the front of the vehicle

· One camera on either side of the vehicle 

· One camera fixed at the rear of the vehicle

6.2 The dashcams are a single camera fitted on the front windscreen facing forwards only.

7.0 Public Privacy 

7.1 The cameras will be positioned to record images of the immediate area surrounding the refuse vehicle, and not show a broad view of the location.

7.2 No cameras will be directly intrusive of private premises.

7.3 The cameras are fixed in position during the installation of the system by the installation engineers and must remain in these positions. In the event that the cameras have become out of alignment this must reported as soon as possible to their supervisor. 

7.4 Body worn cameras will only be turned on prior to setting up a traffic management site. Once the site is clear the cameras will be switched off.
8.0 Public Information

8.1 Each vehicle will have stickers placed on the vehicle windows informing members of the public that CCTV images are being recorded for the purpose of Health and Safety. Operatives using BWVC will wear hi visibility workwear with CCTV motif on along with wording stating that live camera recording is taking place.
9.0 Software

9.1 The images recorded on the removable hard disk can only be accessed on downloading at a computer using PC Link software.

9.2 Video footage may be exported to the following format:

· AVI

· MPEG

· WMV

10.0 Image Security – Waste Service Vehicles
10.1 The system automatically watermarks the images. The watermark is fragile and will be destroyed if any modifications are attempted to be made to the image.

10.2 The watermark is embedded in the system and is always on.

10.3 The watermark provides the following data on the recorded images:

· Vehicle registration number

· Date

· Time

11.0 Data Security

11.1 Access to the PC Link software is password protected.

11.2 The system is compliant with BS7799-2.

11.3 Video footage exported to AVI/MPEG or WMV files must only be stored on a 
            dedicated secure area of the computer network, access to this secure area is 

           restricted, in accordance with the allocated roles and responsibilities set out in 

           appendix 2 of this policy.

11.4 All exported video footage must be encrypted using a corporate standard

            encryption software. Each file will be allocated unique passwords, one for

            viewing (access) and one for saving (software). This process will only be 

            undertaken by the authorised personnel.

12.0 Recording of Access to Information

12.1   A register must be used by an authorised officer; the System Manager will oversee this process to ensure there is a record of all viewings of images whether these are for systems checks, Monitoring checks or a result of a request for information.  Details must be kept of the date and time the viewing took place, the hard drive viewed, the vehicle that contained the hard drive, the period viewed, the individuals viewing the file, and the action to be taken as a result. S:\_Environment\Chichester Contract Services\Contract Services\++HEALTH AND SAFETY POLICY++\18 - MEASURING PERFORMANCE\03 - MONITORING\WASTE-STREETS CCTV ACCESS LOG
12.2 All written requests for information will be kept on a confidential file, locked in a cabinet or drawer.  A front log sheet will be maintained on the file of the date received, the requestor, and the action taken.

12.3 Where a written request is for the personal image of the individual making the request this is a Subject Access Request governed by the GDPR and the Data Protection Act 2018, and should be forwarded to the Council’s Data Protection Officer for processing.   

12.4     Where a request for information is received under the Freedom of Information 

            Act 2000 and is for images captured by the CCTV equipment, these should 

            be forwarded to the Council’s Data Protection Officer for processing.

13.0 Body Worn Video Cameras (BWVC)

13.1 All camera units when not in use should be stored in secure area i.e. communications room at depot. Operatives to fill in issue and returns log when used.
13.2 BWVC’s are to be used by streets operatives on traffic management operations for their safety and to collect evidence for near misses.

13.3 All operatives to be wearing hi-visibility workwear displaying ‘Live Recording In Operation’.
Appendix 1

Procedure for use

1.0 Accessing images

1.1 System monitoring – Dashcams and Waste Service Vehicles
The systems are robust but it will be necessary to carry out physical checks to each unit to ensure that the units are operating correctly.  All units will be checked as part of a routine monthly programme.  The monthly checks will be recorder in a register and will detail:

· the vehicle registration

· The hard drive serial number – where available.
· the period viewed

· time and date viewed, time and any 

· comments or actions that are required

· name and signature of viewer

The units will be tested in a private office so that any other person cannot view the images.

1.2 Health and Safety Incident arising from System Checks

Where a Health and Safety issue arises as a result of the system checks, the incident can be viewed by John Hoole, Kevin Carter, Andrew Howard, Darren Martin, Lisa Jones and/or 5 x Waste / Streets Supervisors, and appropriate action will be taken.  

1.3 Health and Safety Concerns

Any breach actual or suspected of Health and Safety practice or acts of gross misconduct will be investigated under the statutory duty of care prescribed in the Health and Safety at Work etc. Act 1974, which will include the viewing of recorded images by the investigating officer who may require the individual who has reported the breach to verify the image. 
1.4 Third Party Requests

Requests to view files may be received from the following third parties.

· The Police

· Solicitors

· Claimants in civil proceedings

· Accused persons or defendants in criminal proceedings

· Other agencies. 

Reasons for the requests may include:

· Providing evidence in criminal proceedings

· Providing evidence in civil proceedings or tribunals

· The Prevention of Crime

· The investigation and detection of crime, which may include the identification of offenders

· The identification of witnesses

           Requests to view files received from third parties must be forwarded to the

           Council’s Data Protection Officer who will make a judgement as to whether

           this request is permissible under the terms of the Data Protection Act 2018, and co-ordinate a response to the individual or organisation making the request.

1.5 Subject Access Requests

Any individual (employee or member of the public) may request access to and a copy of their own image under the Data Protection Act 2018.    

All subject access requests must be passed to the Data Protection Officer for consideration and response. 

1.6 Authorised person to download images

Images may be downloaded as a result of any of the instances above.

The images from the hard disk can only be accessed using the appropriate PC Link software or compatible system for dashcams and BWVC’s. This software will only be loaded onto the hard drive of dedicated PCs accessible by John Hoole; Kevin Carter; Andrew Howard; Darren Martin; Lisa Jones; Steven Page; Simon Penny; Matthew Blunden; Paul Briant; Stephen Peacock; Kirsty Jackson or James Harris. The software will not be loaded onto the Chichester DC computer network.

1.7 Saving Images

In order to make the images available for viewing it is necessary for the image to be exported to a readily available format; this format will be AVI, MPEG or WMV.

Part of the process for saving video footage to a file will be encrypted by use of a corporate standard encryption software package.

The image will be moved to a secure area of the Chichester DC storage network.

 1.8 Copying Images

 A copy of an image may be requested in any of the instances in sections 1.2 – 1.5. 

            Where authorisation is given to provide a copy of an image to an 

            external third party then proof of identity is required.

 Where an image is required for evidential purposes the Data Protection 

            Officer of Chichester DC will advise on procedures for securing the data 

            and any associated documentation required such as whether a witness 

            statement is required.

The requested image will be copied to DVD by an authorised officer.  All copied images must be kept secure until collected.

1.9 Retention and Destruction of files

Files not required for evidence will be deleted from the secure network within 28 days of being created. The Council’s published Retention Guidelines will record this process.

Files required for evidence may be kept indefinitely.

Appendix 2

	Responsible Officer


	Responsibilities

	John Hoole


	RCV and Dashcam CCTV System Manager 

	Lisa Jones
	Body Worn Video Cameras


	John Hoole; Andrew Howard; Darren Martin and Lisa Jones.

	System checks, investigating breach, actual or suspected, of Health and Safety practice or acts of gross misconduct under the statutory duty of care prescribed in the Health and Safety at Work Act etc. 1974.  Liaison with the Data Protection Officer.  Downloading and copying of images.

	Kevin Carter; Andrew Howard; Darren Martin; Lisa Jones; Steven Page; Matthew Blunden; Simon Penny; Paul Briant; James Harris or Stephen Peacock


	System checks.  Under the instruction of the System Manager or Operations Managers, downloading and copying of images

	Data Protection Officer –

Nick Bennett


	Receiving, review and authorising or rejecting the request.  Advising on the National Standard for the Release of Data to Third Parties.  Carrying out reporting responsibilities to the Surveillance Camera Commission or other responsible agencies.



	John Hoole; Kevin Carter; Andrew Howard; Darren Martin; Lisa Jones; Steven Page; Stephen Peacock; Kirsty Jackson; Paul Briant; Simon Penny; Matthew Briant or James Harris.
	Viewing of saved files

	Kevin Carter


	Viewing of saved files

Overall responsibility for system
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